Keep it Secure

Email has become the preferred method of choice for most County communications.
However, when sending confidential or sensitive information via email, privacy has been
an issue.

In our commitment to maintain confidentiality in all our County communications, we
have recently incorporated new security policies. To ensure optimum privacy for our e-
messaging and enact our new policies, we have consulted with Zix Corporation™, the
leader in secure e-messaging services. In this regard, we have installed ZixMail™, an
email solution that encrypts and protects our emails, keeping them private and secure.

All emails initiated from the County of Monmouth in accordance with the County
policies will be subject to encryption. If you do not have ZixMail software, you will still
be able to receive our email communications easily via the ZixMessage Center™. You
can register a private password at https://web1.zixmail.net/s/login?b=monmouth&em to
receive and reply to our secure messages at no cost to you.

We’re pleased to provide an easy-to-use solution that confidently secures our shared
email communications.


https://web1.zixmail.net/s/login?b=monmouth&em

EMAIL ENCRYPTION NOTICE TO RECIPIENT

ZIXSECURE

You have received a County of Monmouth Secure Email Message from
username@co.monmouth.nj.us

To view the secure message, click here. A password is required. If you are a
first time user, you will be guided to create one.

DO NOT reply to this notification message. This notification message was auto-
generated by the sender's security system. To reply to the sender, please go to
your secure message by clicking on the link above.

The secure message expires 30 days upon receipt of this email. If the email is
not picked up in the allotted time frame, the message will be deleted and the
sender will be notified.

To view the Monmouth County Privacy Policy & Disclaimer, click here

NOTE: If your mail program does not support active links, you can view your
secure message, or the Monmouth County Privacy Policy and Disclaimer by
copying and pasting the text below into the "Address" or "Location" bar of your
Internet browser

Zix secure message access center
https://zixportpreview.zixcorp.com/s/e?b=monmouth&m=ABDC3MaYBuGydgolV
mZFgXLn&em=jportz%40zixport%2ezixtest¥%2ecom

Monmouth County Privacy Policy and Disclaimer
http://www.visitmonmouth.com/page.aspx?1d=1836



https://zixport-preview.zixcorp.com/s/e?b=monmouth&m=ABDC3MaYBuGydgoIVmZFqXLn&em=jportz%40zixport%2ezixtest%2ecom
http://www.visitmonmouth.com/page.asp?agency=109&Id=1836
https://zixportpreview.zixcorp.com/s/e?b=monmouth&m=ABDC3MaYBuGydgoIVmZFqXLn&em=jportz%40zixport%2ezixtest%2ecom
https://zixportpreview.zixcorp.com/s/e?b=monmouth&m=ABDC3MaYBuGydgoIVmZFqXLn&em=jportz%40zixport%2ezixtest%2ecom
http://www.visitmonmouth.com/page.asp?agency=109&Id=1836

MESSAGE ACCESS LOGIN SCREEN
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Welcome to the Monmouth County Secure Email Message Center
For first time users, click here to create your account.

Email Address: ||

Password: |

Change your password
Use online help

Eorgot your password?

Want to receive your secure messages directly in your inbox? Leamn more about Zixiail

For Customer Support. email us at support@co. monmouth.nj us.

Secured by Z‘lXCL'_}-"L'J
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Register below for your mailbox to send and receive secure messages.

Email Address:™
|| Password Rules

Passwords must be at least six characters

=

PRSI and must meet two of the following three

| conditions:

e « Contain both alphabetic and numeric

Re-enter Password: characters

| « Contain both uppercase and

lowercase characters

Password Reminder Phrase:™ « Contain at least one special character
Choose a word or phrase that will help you remember your password, such as: ~1(@#5%"&

*|Indicates required field

Cancel | Submit Password I

Want to receive your secure messages directly in your inbox? Learn more about ZixMail.

For Customer Support. email us at support@co monmouth.nj us.

secured by ZIXCOID

Non-County Users

This password will be used for accessing all subsequent Zix encrypted mail from
Monmouth County.



View of zixmail message in In-Box.

Action - Delete  Spam View: 1 Unread =
From ) . £ Subject Date Size [
monmouth. SecureEmailF... Zixsecure Today 10:38 am 4k



View of received unencrypted email message.

o) New Jersey's
Monmouth SoursY,

Inbox Sent Mail Help Sign Out

Signed in as bjeffed

TE54@aol.com

Reply | ReplytoAll | Delete | [Wore Actions

=] Gol

Recaived: Apr 25 2008 10:38:08 EDT
Expires: May 9, 2008 10:38.08 EOT

From: test @co.monmouth_nj.us
To: test@aol com

Ce:

Subject: ZiXsSeowe

Anachments: him|Body himl

WwhaT IS THE LINK
Bruce Jefferson
MCIS

This message was secured by ZixConp(R)




User Options

,.'H’-_u Jersey's

Mon mo\ JL’] County

;f?.'n-r: '{?fd!fj'é L/‘
| Sent Mail Help Sign Out
Signed in as samogrammi@yanoo.com
Haplp] Reply to All [ Delete I More Actions =l l'5"’|
Wore Actions

Ea'-'e message as a taxt ﬁle

Received:  Apr 25 2003 11:10:05 EDT

Expires: May 9, 2006 11:10:05 EOT
From: test @co_monmouth nj.us
To: test @yahoo.com

Ce:

Subject: Zixsecure

Amachments: htrlSody himl

Action Explanation
*Reminder: The secure message expires 30 days upon receipt of this email. You
have the option to save your message as a zip file or save it to your hard drive.







